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Applicability Table

Table 1: Applicability Table

LE9T0Cx Linux Series
LE910Cx ThreadX Series
ME9T10GT-W1
ME310G1-W1
ME310GT-NA/NV/WW/AU
ME310G1-W2

FN980 Series

LN920 Series

NE310L2 Series

FN990 Series

ELS63 Series

LES10Q1 Series
ME310M1 Series
Fx9xxC04 Series
Fx990Bxx Series
FE990Dxx Series
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2.2

2.3

2.4

Introduction

Scope

This document describes how to upgrade the firmware of Telit modules using FOTA
functionality via AT commands. The upgrade can be performed either by downloading the
Delta-FW file from an FTP server (4.1 and 4.3) or by receiving it through the user’s serial
connection (4.2 and 4.3).

Audience

This document is intended for users who need to upgrade their module firmware via
FOTA without having direct control over the FOTA servers.

Contact Information, Support

For technical support and general questions, e-mail:
o TS-EMEA®@telit.com
o TS-AMERICAS@telit.com
o TS-APAC@telit.com
o TS-SRD@telit.com
o TS-ONEEDGE@telit.com

Alternatively, use: https://www.telit.com/contact-us/

For Product information and technical documents, visit: https://www.telit.com

Conventions

Note: Provides advice and suggestions that may be useful when
integrating the module.

Danger: Thisinformation MUST be followed, or catastrophic equipment
failure or personal injury may occur.

Warning: Alerts the user on important steps about the module
integration.

All dates are in ISO 8601 format, that is YYYY-MM-DD.

80000NT11347A Rev.39 Page 5 of 45 2026-05-14


mailto:TS-EMEA@telit.com
mailto:TS-AMERICAS@telit.com
mailto:TS-APAC@telit.com
mailto:TS-SRD@telit.com
mailto:TS-ONEEDGE@telit.com
https://www.telit.com/contact-us/
https://www.telit.com/

Telit Telit FOTA AT Script Application Note

Cinterion

2.5

2.6

Terms and Conditions

Refer to https://www.telit.com/terms-conditions/.

Disclaimer

THE MATERIAL IN THIS DOCUMENT IS FOR INFORMATIONAL PURPOSES ONLY. TELIT
CINTERION RESERVES THE RIGHT TO MAKE CHANGES TO THE PRODUCTS DESCRIBED
HEREIN. THE SPECIFICATIONS IN THIS DOCUMENT ARE SUBJECT TO CHANGE AT THE
DISCRETION OF TELIT CINTERION WITHOUT PRIOR NOTICE. THIS DOCUMENT IS
PROVIDED ON "AS IS" BASIS ONLY AND MAY CONTAIN DEFICIENCIES OR INADEQUACIES.
TELIT CINTERION DOES NOT ASSUME ANY LIABILITY FOR INFORMATION PROVIDED IN
THE DOCUMENT OR ARISING OUT OF THE APPLICATION OR USE OF ANY PRODUCT
DESCRIBED HEREIN.

TELIT CINTERION GRANTS A NON-EXCLUSIVE RIGHT TO USE THE DOCUMENT. THE
RECIPIENT SHALL NOT COPY, MODIFY, DISCLOSE, OR REPRODUCE THE DOCUMENT
EXCEPT AS SPECIFICALLY AUTHORIZED BY TELIT CINTERION.

TELIT CINTERION AND THE TELIT CINTERION LOGO, ARE TRADEMARKS OF TELIT
CINTERION AND ARE REGISTERED IN CERTAIN COUNTRIES. ALL OTHER REGISTERED
TRADEMARKS OR TRADEMARKS MENTIONED IN THIS DOCUMENT ARE THE PROPERTY OF
THEIR RESPECTIVE OWNERS AND ARE EXPRESSLY RESERVED BY TELIT CINTERION (AND
ITS LICENSORS).
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Module Groups Classifications

The following table lists the classifications of Telit Modules into different groups:

Table 2: Telit Module Classifications

Group ‘I\/Iodule Classification

Group B It consists of all Telit Modules from the following categories:
e FNO980 Series

For simplicity, the Telit Modules listed below are part of this group at the time of
writing this document.

e FNO980 Series: FN980, FN980m, FT980, FT980m, FT980-KS

Additionally, LN920 Series and FN990 Series are classified as Group B in firmware
versions released prior to RED Cyber Security compliance.

e [ N920 Series: LN920A6-WW, LN920A12-WW
e FN990 Series: FN990A28, FN990A28-HP, FN990A40, FN990A40-HP

Group D MES10G1-NA, ME910G1T-NV, MES10GT-NANVWWAU, MES10G1-W1, ME910G1-W3,
ME310G1-NA, ME310G1-NV, ME310GT-NANVWWAU, ME310G1-W1, ME310G1-W2,
ME310G1-W3

LE910Cx ThreadX Series: LE910C1-EUX, LE910C1-SVX, LES10CT-WWX, LE910C1-APX,
LE9T0CT-APX, LE910CT-LAX, LE9TOCT-NFX(D), LE910C1-SAX(D), LES10Cx-SNX(D),
LE910Cx-WWXDs, LE910C4-WWX

LE910Cx Linux Series: LE910C1-AP, LES10C1T-EU, LES10CT-LA, LE9T10CT-NA, LE910C1-
NAD, LE910CT-NF, LE910C1-NFD, LE910C1-NS, LE910C1T-SA, LE910C1-ST, LE910C1-SV,
LE910C4-CN, LE910C4-EU, LE910C4-NF, LE910C4-NFD.

NE310L2 Series: NE3T10L2-W1, NE310L2-WW

ME310M1 Series

Group E ELS63 Series, LE910Q1Series
ELS63-1, ELS63-IG, LE910Q1-SF, LE910Q1-SN, LES10Q1-SNG, LE910Q1-WW, LE910Q1-
WWG

Group F LN920 Series, FN990 Series, Fx9xxC04 Series and Fx990Bxx Series are classified as

Group Fin firmware versions released after RED Cyber Security compliance.
LN920 Series: LN920A6-WW, LN920A12-WW
FN990 Series: FN990A28, FN990A28-HP, FN990A40, FN990A40-HP

Fx9xxC04 Series: FE910C04-NAD, FE910C04-WW, FE910C04-WW mPCle, FE910C04-
WWD, FE912C04-NA, FE912C04-RW, FN920C04-WW

Fx990Bxx Series: FN990B40, FE990B40
FE990Dxx Series: FE990D50, FE990D60

Warning: Inclusion of LE910Cx Linux Series in Group D is valid only
from SW version 25.21.005 onwards.

Warning: For LE910Cx Linux Series with SW version prior to 25.21.005
previous revision of this Application Note shall be used
(LE9T0CX Linux Series were included in Group B).
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Warning: Inclusion of LN920 Series and FN990 Series in Group F is valid
only from SW versions 40.00.XX4 (for LN920) and 45.Y0.1X6
(for FN990) onwards.

Warning: For LN920 Series and FN990 Series with SW versions prior to
40.00.XX4 (for LN920) and 45.Y0.1X6 (for FN990), please refer
to the previous revision of this Application Note, as they were
classified under Group B.
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4.1

4.1.1

Upgrading Firmware of Telit Modules

This chapter provides the list of AT commands needed to upgrade the firmware of Telit
Modules. The text formatting is as follows:

e Black text: AT commands sent to the module
e Blue text: Expected AT command responses

The Delta-FW file can either be downloaded from an FTP server or injected through a
user’s serial connection.

Downloading the Delta-FW file from an FTP server

In this section, we assume that the Telit Module can download the Delta-FW file from an
FTP server.

Note: If your module supports secure FTP, refer to the “AT Command
Reference Manual” and the “SSL/TLS User Guide” for details on
establishing a secure connection.

Procedure valid for Group B

// FOTA is enabled when PDP context is defined properly
// in accordance with your carrier required settings

// (see +CGDCONT command) to allow data connection.
AT+CGDCONT?

+CGDCONT: 1,”1PV4Vve”,””,””,0,0

+CGDCONT: 2,”1P”,”mobile.vodafone.it”,””,0,0

+CGDCONT:= 4,”’1PV4V6”,”’vzwapp™,””,0,0

OK

// In case the PDP context identifier i1s different than 1, set
// the PDP context to the required identifier with the following
// command:

AT#OTACFG=2,<PDP_context_identifier>

OK

// Start the FTP download session.

// Warning: prior to sending next AT command, please be sure that
// the relevant PDP context be closed, else the device will fail
// and will issue an ERROR result code.
AT#FTPGETOTAENH=<ftpurl>,<ftpport>,<target file>,<username>,<pwd>
OK
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//FUMO DM Session started
#OTAEV: #907

//Done, Firmware downloaded
#OTAEV: #919

//Data Session Release
#OTAEV: #DREL

4.1.2 Procedure valid for Group D

// Change the 3rd parameter with your APN
AT+CGDCONT=1,""IP","APN""
OK

AT#SCFG=1,1,1460,90,600,50

OK

// Change 3rd and 4th parameters with the ones required

// by your context activation.

// 1T your context activation doesn’t require both parameters
// <userld> and <pwd>, please skip the input of both of them.
// Try max 3 times, otherwise retry after 15 minutes
AT#SGACT=1,1,’username”,’password”

#SGACT: X.y.w.z

OK

// The FTPCFG timeout can be changed for slow network

// 1T your module supports secure FTP, you can enable it

// through following AT Command

AT#FTPCFG=2400,0,1,1

OK

// alternatively you can simply send the following AT Command
AT#FTPCFG=2400,0,0,1

OK

// Change 1st, 2nd gnd 3rd parameter with the ones required by
// the FTP server you are going to connect to.

// Try max 3 times, otherwise retry after 5 minutes or restart
// with AT#SGACT
ATH#FTPOPEN="FTP_IP_address",”FTP_username”,“FTP_password”,1
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OK

AT#FTPTYPE=0
OK

AT#FTPREST=0
OK

// Change the parameter with the right FTP path of the

// Delta-FW file in the FTP server you are connected to
AT#FTPCWD=""/ME910/Fwd/""

OK

// Try max 3 times, otherwise retry after 5 minutes or restart
// with AT#FTPOPEN

AT#FTPGETOTA="Delta.bin.env",1

e e e s e e e e e e e e e e e e e R e e e e e e e
e

OK

AT#FTPCLOSE
OK

AT#SGACT=1,0
OK

AT+CGDCONT=1
OK
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4.1.3 Procedure valid for Group E
AT#SCFG=1,1,1460,90,600,50
OK
// Change 3rd and 4th parameters with the ones required
// by your context activation.
// 1T your context activation doesn’t require both parameters
// <userld> and <pwd>, please skip the input of both of them.
// Try max 3 times, otherwise retry after 15 minutes
AT#SGACT=1,1,”username”,”’password”
#SGACT: X.y.w.z

OK

// The FTPCFG timeout can be changed for slow network

// 1T your module supports secure FTP, you can enable it

// through following AT Command

AT#FTPCFG=501,0,1,1

OK

// alternatively you can simply send the following AT Command
AT#FTPCFG=501,0,0,1

OK

// Change 1st, 2nd and 3rd parameter with the ones required by
// the FTP server you are going to connect to.

// Try max 3 times, otherwise retry after 5 minutes or

// restart with AT#SGACT

AT#FTPOPEN=""<SERVER_ADDRESS>:<SERVER_PORT>"", ""<USERNAME>"",
"<PASSWORD>", 1

OK

// Change the parameter with the right FTP path of the

// Delta-FW file in the FTP server you are connected to
AT#FTPCWD="" <FOLDER_NAME>"

OK

// Try max 3 times, otherwise retry after 5 minutes or

// restart with AT#FTPOPEN
AT#FTPGETOTA="ELS63-1_X.X.X-B010-B0O10A-POY.000000 delta.par",1l
s

OK
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4.2

4.2.1

AT#FTPCLOSE
OK

AT#SGACT=1,0
OK

Restarting the download of the Delta-FW file from an FTP
server

Procedure valid for Group D

This section explains how to restart a download process started by #FTPGETOTA that was
previously interrupted.

// Change the 3rd parameter with your APN
AT+CGDCONT=1, " IP",""APN""
OK

AT#SCFG=1,1,1460,90,600,50
OK

// Change 3vd and 4th parameters with the ones required

// by your context activation.

// 1T your context activation doesn’t require both parameters
// <userld> and <pwd>, please skip the input of both of them.
// Try max 3 times, otherwise retry after 15 minutes
AT#SGACT=1,1,”username”,”’password”

#SGACT: X.y.w.z

OK

// The FTPCFG timeout can be changed for slow network
AT#FTPCFG=2400,0,0,1
OK

// Change 1st, 2nd gnd 3rd parameter with the ones required by
// the FTP server you are going to connect to.

// Try max 3 times, otherwise retry after 5 minutes or restart
// with AT#SGACT

AT#FTPOPEN=""FTP_IP_address",”FTP_username”,“FTP_password”,1
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OK

AT#FTPTYPE=0
OK

// Change the parameter with the right FTP path of the
// Delta-FW file in the FTP server you are connected to
AT#FTPCWD=""/ME910/Fwd/""

OK

// Try max 3 times, otherwise retry after 5 minutes or restart
// with AT#FTPOPEN

// In the following AT command (#FTPGETOTA) you can set to 1

// the third parameter, iIn order to restart the download of the
// Delta-FW file from the point it was previously interrupted
ATH#FTPGETOTA="Delta.bin.env",1,1

Al D S L e L D
e s

OK

AT#FTPCLOSE
OK

AT#SGACT=1,0
OK

AT+CGDCONT=1
OK

Note: In case the command #FTPGETOTA was interrupted by +++ and
#FTPCLOSE was not called, the #FTPGETOTA restart can be
called without opening again the FTP connection
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4.3 Downloading the Delta-FW file from an HTTP server

In this chapter, we assume that the Telit Module can download the Delta-FW file from an
HTTP server

4.3.1 Procedure valid for Group D and Group E

Warning: Limitation for modules in Group D.

The procedure applies only to:
e MEX10G1T modules from release 37.00.xx6 onwards

e LE9T10Cx-ThreadX Series Modules from release
25.30.xx8 onwards.

It does not apply to any other modules in Group D.

AT#SCFG=1,1,1460,90,600,50
OK

// Change 3rvd and 4th parameters with the ones required

// by your context activation.

// 1T your context activation doesn’t require both parameters
// <userld> and <pwd>, please skip the input of both of them.
// Try max 3 times, otherwise retry after 15 minutes
AT#SGACT=1,1,’username”,”’password”

#SGACT: X.y.w.z

OK

AT#HTTPCFG=1,<SERVER_ADDRESS>,<SERVER_PORT>, 1, ""<USERNAME>"",
""<PASSWORD>",0,120,1

OK

AT#HTTPQRY=1,0,
""/<FOLDER_NAME>/ELS63-1_X_.X.X-B010-BO10A-POY .000000_delta.par"

OK

#HTTPRING: 1,200,'",59536
AT#HTTPRCVOTA=1,1
T

OK

AT#SGACT=1,0
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4.4
4.4.1

OK

Downloading the Delta-FW file from an FTPs server

Procedure valid for Group F

// FOTA is enabled when PDP context is defined properly
// 1n accordance with your carrier required settings
// (see +CGDCONT command) to allow data connection.

AT+CGDCONT?

+CGDCONT: 1,”1PV4ve”,””,””,0,0

+CGDCONT: 2,”IP”,”mobile.vodafone.it”,”””,0,0
+CGDCONT: 4,”1PV4V6”’,”’vzwapp”,””,0,0

OK

// In case the PDP context identifier is different than 1, set
// the PDP context to the required identifier with the following
// command:

AT#OTACFG=2,<PDP_context_identifier>

OK

// Check security configuration for secure FTP connection
AT#OTACERTCFG?

#OTACERTCFG: 2,1

OK

// Store CA certificate

AT#OTACERT=0

CONNECT

// Send the CA certificate to the module via user’s USB/SERIAL
// interface

// Once the sending of the file has been terminated, close the
// connection through the escape sequence (+++).

+++

OK

// Store Client certificate

AT#0OTACERT=1

CONNECT

// Send the Client certificate to the module via user’s USB/SERIAL
// interface
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// Once the sending of the file has been terminated, close the
// connection through the escape sequence (+++).
+++

OK

// Store Private key

AT#OTACERT=2

CONNECT

// Send the Private key to the module via user’s USB/SERIAL
// interface

// Once the sending of the file has been terminated, close the
// connection through the escape sequence (+++).

+++
OK

// Check status of certificate

AT#OTACERT?
#OTACERT: 1,1,1
OK

// Warning: prior to sending next AT command, please be sure that

// the relevant PDP context be closed and all required certificates
be stored, else the device will fail

// and will issue an ERROR result code.
AT#FTPGETOTAENH=<ftpurl>,<ftpport>,<target file>,<username>,<pwd>
OK

//Secure FTP Session started
#OTAEV: #907

//Done, Firmware downloaded
#OTAEV: #919

//Data Session Release
#OTAEV: #DREL
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4.5
4.5.1

Downloading the Delta-FW file from an HTTPs server

Procedure valid for Group F

// FOTA i1s enabled when PDP context is defined properly
// 1n accordance with your carrier required settings
// (see +CGDCONT command) to allow data connection.

AT+CGDCONT?

+CGDCONT: 1,”1PV4ve”,””,””,0,0

+CGDCONT: 2,”1IP”,”mobile.vodafone.it”,”””,0,0
+CGDCONT: 4,”1PV4V6”’,”’vzwapp”,””,0,0

OK

// In case the PDP context identifier is different than 1, set
// the PDP context to the required identifier with the following
// command:

AT#OTACFG=2,<PDP_context_identifier>

OK

// Check security configuration for HTTPs connection
AT#OTACERTCFG?

#OTACERTCFG: 2,1

OK

// Store CA certificate

AT#OTACERT=0

CONNECT

// Send the CA certificate to the module via user’s USB/SERIAL
// interface

// Once the sending of the file has been terminated, close the
// connection through the escape sequence (+++).

+++

OK

// Store Client certificate

AT#OTACERT=1

CONNECT

// Send the Client certificate to the module via user’s USB/SERIAL
// interface

// Once the sending of the file has been terminated, close the
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// connection through the escape sequence (+++).
+++

OK

// Store Private key

AT#OTACERT=2

CONNECT

// Send the Private key to the module via user’s USB/SERIAL
// interface

// Once the sending of the file has been terminated, close the
// connection through the escape sequence (+++).

+++

OK

// Check status of certificate

AT#OTACERT?
#OTACERT: 1,1,1
OK

// Warning: prior to sending next AT command, please be sure that

// the relevant PDP context be closed and all required certificates
be stored, else the device will fail

// and will issue an ERROR result code.
ATH#HTTPGETOTAENH=<url>,<port>,<target file>,<username>,<pwd>
OK

//HTTPs Session started
#OTAEV: #907

//Done, Firmware downloaded
#OTAEV: #919

//Data Session Release
#OTAEV: #DREL
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4.6 Injecting the Delta-FW file through a user’s port connection

In this section, we assume that the Telit Module can receive the needed Delta-FW file
through a user’s serial connection.

4.6.1 Procedure valid for Group D

Warning: For LE910Cx ThreadX products only, it is recommended
checking that #M2MATP is enabled before continuing the
procedure.

// (Valid for LE910Cx ThreadX products only)
// We recommend that you first check the #M2MATP <mode>

ATHM2MATP?
#M2MATP: 1
OK

// 1T M2MATP <mode> was disabled, then you have to enable it
// by sending

// AT#M2MATP=1 (see #M2MATP command)

// Device will reboot after successful configuration

// Send the command #OTAUPW to start the injection of the Delta-Fw
// Tile into module’s flash memory

AT#OTAUPW

CONNECT

// Send the Delta-FW file to the module via user’s USB/SERIAL

// interface

// remind to use hardware flow control while sending the file

// Once the sending of the file has been terminated, close the

// connection through the escape sequence (+++).

+++
OK
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4.6.2

4.6.3

Procedure valid for Group B and Group F

In this section, we assume that the Telit Module can receive the needed Delta-FW file
through a user’s serial connection.

// Send the command #OTAUPW to start the injection of the Delta-Fw
// fTile into module’s flash memory

AT#OTAUPW

CONNECT

// Send the Delta-FW file to the module via user’s

// USB/SERIAL interface

// remind to use hardware flow control while sending the file
// Once the sending of the file has been terminated, close the
// connection through the escape sequence (+++).

+++

OK

Procedure valid for Group E

In this section, we assume that the Telit Module can receive the needed Delta-FW file
through a user’s serial connection.

// Send the command #OTAUPW to start the injection of the Delta-Fw
// Tile into module’s flash memory

AT#OTAUPW

CONNECT

// Send the Delta-FW file to the module via user’s USB/SERIAL
// interface

// remind to use hardware flow control while sending the fTile
// Once the sending of the file has been terminated, close the
// connection through the escape sequence (+++).

+++

OK

// Alternatively, you can send the command #OTAUPW along with its
// 2 optional sub-parameters

AT#OTAUPW=0,<data size>

CONNECT

// Send the Delta-FW file to the module via user’s USB/SERIAL

// interface

// remind to use hardware flow control while sending the file

// Once <data size> bytes have been uploaded to the module, the
// connection closes automatically and you don’t need to send the
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// escape sequence (+++).
OK

4.7 Deploying the Delta-FW

Once the Delta-FW file has been downloaded or injected into the Telit Module, execute
the following sequence of AT Commands to upgrade the module’s firmware

4.7.1 Procedure valid for Group D

Warning: For LE910Cx ThreadX products only, it is recommended
checking that #M2MATP is enabled before continuing the
procedure.

Warning: For LE910Cx Linux products refer to the procedure valid for
Group B, Group C and Group F (paragraph 0).

// (Valid for LE910Cx ThreadX products only)
// We recommend that you first check the M2MATP <mode>

ATHM2MATP?
#M2MATP: 1
OK

// 1T M2MATP <mode> was disabled, then you have to enable it
// by sending

// AT#M2MATP=1 (see #M2MATP command)

// Device will reboot after successful configuration

// Next AT Command is to ask the FOTA engine to start the
// validation/update process to upgrade the FW of a Telit Module
AT#0TAUP=0,0

OK

// URC to inform that FOTA engine has started its work
#OTAEV: Module Is About To Be Upgraded To The New Fw

// URC to inform that FOTA engine has finished its work
#OTAEV: Module Upgraded To New Fw

// Send the next command to check that the firmware has been
// updated successfully
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AT+CGMR
AT+CGMR
MOF .603006

OK

4.7.2 Procedure valid for Group B and Group F

Warning: This procedure is valid also for LES10Cx Linux products.

// Next AT Command is to ask the FOTA engine to start the

// validation/update process to upgrade the FW of a Telit Module
AT#0OTAUP=2

OK

// Device is ready after power-up
#0OTAEV: #000

// FOTA engine has just finished its work

#OTAEV: Module Upgraded To New Fw

// Send the next command to check that the firmware has been
// updated successfully

AT+CGMR

+CGMR: 17.01.003

OK

4.7.3 Procedure valid for Group E
// Next AT Command is to ask the FOTA engine to start the
// validation/update process to upgrade the FW of a Telit Module
AT#OTAUP=0
OK

// URC to inform that FOTA engine has finished its work
#OTAEV: Module Upgraded To New Fw

// Send the next command to check that the firmware has been
// updated successfully

AT#SWPKGV

52.00.000-B010A-POY.000000

MOY .000000-B001
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POY .000000
AQY .000000-BO10A
OK
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5 AT Commands Description

5.1 AT Commands valid for Group D

5.1.1 #FTPGETOTA Command

AT#HFTPGETOTA= Set command starts Delta-FW file download.
<filename>,
<verbose_lev>
[[<restart>]

Parameters
<filename> - Delta-FW file name on ftp server, string type.

<verbose_lev>
0 - hash mark printing disabled during download
1 - hash mark printing enabled during download every 4096 bytes

<restart>
0 - no restart required
1 - restart required:

previous download of <filename> file will restart from the point it was
interrupted.

Note: if reboot occurs, restart is also possible but from last sector
already written.

Note: FTP server must support “SIZE” command.
Note: if the restart feature is required, the <restart> = 1 setting must be

used since the first download attempt.
ATHFTPGETOTA=? Test command returns the OK result code.

Note Limitations valid for Group D devices with firmware release either
30.00.xx2 or 30.10.xx2:

<verbose_lev>

0 - hash mark printing disabled during download
<restart>
- supported by Group D -

Warning: If the FTPGETOTA process is interrupted the download should
be triggered again by the host controller.
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5.1.2 #OTAUPW Command

#OTAUPW ‘OTA DELTA-FW FILE INJECTION (WRITE)
AT#OTAUPWI[= Execution command starts Delta-FW injection (write).
<verbose lev>]
Parameter

<verbose lev>

0 - hash mark printing disabled during injection

1 - hash mark printing enabled during injection every 4096 bytes.

Note: issuing AT#OTAUPW<CR>, the behaviour is the same of
AT#OTAUPW=0

ATHOTAUPW=? Test command returns the OK result code.

Note Limitation valid for Group D devices with firmware release either
30.00.xx2 or 30.10.xx2:

<verbose_lev>
0 - hash mark printing disabled during download

5.1.3 #OTAUP Command

AT#OTAUP[= Execution command performs validation-update process.
<type>

[<verbose_lev> Parameters

[,<dbg_baud_rate>]]] <type>

0 - Delta-FW file validation and start of firmware update
MES866 Series or LES66 Series

only or NE310L2 Series:
AT#OTAUP[=

<type>
[[<verbose_lev>]]

1 - Delta-FW file validation only (not supported on CE910 Series nor on
LES66 Series nor on ME8S66 Series nor on NE310L2 Series)

<verbose_lev> (ignored for NE310L2 Series)

0 - no output information during validation/update process (default)
1 — minimum output information during validation/update process
2 - medium output information during validation/update process

3 - full output information during validation/update process

<dbg_baud_rate>

Parameter not supported by ME866 Series nor by LES866 Series nor by
LE910Cx ThreadX Series nor by NE310L2 Series.

port speed during update process (default 115200), allowed values:

1200

2400

4800

9600

19200

38400

57600

115200
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#OTAUP OTA DELTA-FW FILE CHECK AND START UPDATE

On success, the command returns OK and update process starts.

Note: issuing AT#OTAUP<CR>, the behaviour is the same of
AT#OTAUP=0,0,115200

Note: update process output is valid only for main UART port

Note: in some cases (i.e. CE910 Series) we recommend to use verbose_lev
1,2 or 3 setting because validation/update process takes long time and it
might be misunderstood as a module freezing

AT#HOTAUP=? Test command returns the OK result code.

Note Limitations valid for Group D devices with firmware release either
30.00.xx2 or 30.10.xx2:

<verbose_lev>

0 - hash mark printing disabled during download
< dbg_baud_rate>
- not supported -

Warning: After AT#OTAUP/OK command the modem starts to upgrade
its own firmware image and it will not be operative until a
specific #OTAEV URC will be generated.

Note: The firmware upgrade starts only if the #0TAUP command
returns OK after the Delta-FW file has been verified by the main
firmware.

Note: Generally, the upgrade process after AT#OTAUP/OK is fast but it
mainly depends on the Delta-FW file size. If you need to set a
timeout value, 15/20 minutes shall be the right time. In anycase
contact always TS if you need detailed information related to a
specific firmware version upgrade.
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5.2 AT Commands for Group B and Group F

5.2.1 #OTACFG Command

AT#OTACFG= Set command allows changing the PDP context identifier for a specific DM
<ID> client.
[<cid>] Parameters:

<ID> - the selected DM client ID
0 - VZW DM client
1 - ATT DM client
2 - Telit FTP FOTA and SWM client
3 - Sprint DM client

<cid> - the PDP context identifier

If this parameter is omitted, we have a particular form of Read Command,
as follows:

AT#OTACFG=<ID> Read command reports the currently configured PDP cid for the given DM
client ID.

It returns -1 if the PDP cid for the given DM client ID is not defined

AT#OTACFG=? Test command reports the supported range of values of the command
parameters.
Example AT#OTACFG=2
#OTACFG: 1
OK
AT#OTACFG=0,2
#OTACFG: 2
OK
5.2.2 #FTPGETOTAENH Command
#FTPGETOTAENH ‘OTA DELTA-FW FILE INJECTION (DOWNLOAD)
ATHFTPGETOTAENH= Execution command is used to download an update package from an FTP
<ftpurl>, server. Passive & Binary modes are used by default and cannot be
<ftpport>, changed.
<target_file>,
[<username>, Parameters:
<ftpurl> FTP server url
[<password>]] <ftpport> FTP port number

<target_file> - complete path to the file to be downloaded.

<username> - optional,
<password> - optional. It supports alphanumeric characters only.

80000NT11347A Rev.39 Page 28 of 45 2026-05-14



|||:| | Telit Telit FOTA AT Script Application Note

Cinterion

#FTPGETOTAENH OTA DELTA-FW FILE INJECTION (DOWNLOAD)

This command will automatically activate the PDP context, download the
Delta-FW file from the given FTP server and deactivate the PDP context
once done.

PDP context CID used by this command can be changed using #0TACFG
command with <ID>=2: "AT#OTACFG=2,<CID>"

This command will only download the update package, for installation
#OTAUP command shall be used.

ATH#HFTPGETOTAENH Test command returns the OK result code.
=?

Note: Plaintext FTP is no longer supported in Group F.

Before downloading, the #OTACERTCFG and #OTACERT
commands must be used to configure and load the certificate.

(see 85.5.1 #OTACERTCFG and 85.5.2 #0TACERT).

5.2.3 #OTAUPW Command

#OTAUPW ‘OTA DELTA-FW FILE INJECTION (WRITE)

AT#OTAUPW[= Execution command injects a Delta-FW file into the device. This command

<data_size>] will only write the file to the device to be ready for installation. In order to
install the Delta-FW file, you have to send the command #0OTAUP (see
§5.2.3).

You can send #OTAUPW with or without the <data_size> parameter.
Once received the command #OTAUPW, the device prints the “CONNECT”
reply and waits for data to be received.

Send escape sequence +++ to end data transmission (which will result in
OK response).

If <data_size> parameter value was specified, the command will report OK
once all size is received.

AT# OTAUPW=? Test command returns the OK result code.

Example // Send the command #OTAUPW to start the
// injection of the Delta-FW into module’s

// flash memory

AT#OTAUPW

CONNECT

// Send the Delta-FW to the module via

// user's USB/SERIAL interface

// remind to use hardware flow control while
// sending the file

// Once the sending of the file has been

// terminated, close the connection through

// the escape sequence (+++).

+++

OK
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5.2.4 #OTAUP Command

AT#OTAUP=2 Execution command installs a previously injected update file.

You have to inject an update file into the device before running this
command (see both §85.2.1 #FTPGETOTAENH and §5.2.2 #OTAUPW).
The device will reboot and install the update.

Currently, this command will accepts a single parameter with fixed value
2.

AT# OTAUP=? Test command returns the OK result code.

Warning: After AT#OTAUP/OK command the modem starts to upgrade
its own firmware image and it will not be operative until a
specific #OTAEV URC will be generated.

Note: The firmware upgrade starts only if the #0TAUP command
returns OK after the Delta-FW file has been verified by the main
firmware.

Note: Generally, the upgrade process after AT#OTAUP/OK is fast but it
mainly depends on the Delta-FW file size. If you need to set a
timeout value, 15/20 minutes shall be the right time. In anycase
contact always TS if you need detailed information related to a
specific firmware version upgrade.

5.3 AT Commands for Group D

Note: Some parameters can accept different values depending on the
platform. Please refer to the relevant AT Commands Reference
Guide for further options.

5.3.1 #FTPCFG Command - FTP Configuration

This command sets the time-out used when opening either the FTP control channel or
the FTP traffic channel.

SIM Presence \Setting saved Can be aborted \I\/IAX timeout \SELINT
Required No No - 2

w» | AT#FTPCFG=<tout><IPPignoring>[,<FTPSEN>[,<FTPext>]]

Parameters:
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Name Type Default \ Description
<tout> integer 100 time out in 100 milliseconds units
Value:
1005000 : hundreds of ms
<IPPignoring>|integer N/A enable or disable IP private ignoring
Values:
0 :  No P Private ignoring. During a FTP passive mode connection

client uses the IP address received from server, even if it is a
private IPV4 address.

1 . IP Private ignoring enabled. During a FTP passive mode
connection if the server sends a private IPV4 address the client
doesn't consider this and connects with server using the IP
address used in #FTPOPEN.

<FTPSENn> integer 0 disable FTPS security
Value:
0 : disable FTPS security: all FTP commands will perform plain FTP
connections.
<FTPext> integer 1 PORT/PASV and EPRT/EPSV commands.

Option added to pass-through firewall that is
unaware of the extended FTP commands for
#FTPPUT, #FTPLIST, #FTPAPP, #FTPGET.

Values:
0 : always use EPRT and EPSV commands
1 . ifboth module and server ipv4 use PORT and PASV commands

@ parameter <tout> is omitted the behavior of set command is the
same as read command.

«} ATHFTPCRG?

Read command reports the currently selected parameters in the format:

#FTPCFG: <tout><IPPignoring>,<FTPSEn><FTPext>

2} ATH#HFIPCFG=?

Test command reports the supported range of values for parameter(s):
<tout>, <IPPignoring>, <FTPSEn>, and <FTPext>.
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5.3.2 #FTPREST Command - Set Restart Position for FTP GET

Set command sets the restart position for successive #FTPGET (or #FTPGETPKT)
command. It permits to restart a previously interrupted FTP download from the selected
position in byte.

SIM Presence Setting saved Can be aborted 'MAX timeout SELINT
Required Auto No -

- AT#HFTPREST=[<restartPosition>]
Parameter:

Type  Default Description

<restartPosition>|integer |- position in byte of restarting for successive
#FTPGET (or #FTPGETPKT)

% i necessary to issue #FTPTYPE=0 before successive #FTPGET
(or #FTPGETPKT command) to set binary file transfer type.

o Setting <restartPosition> takes effect on successive FTP download.
After successive successfully initiated #FTPGET (or #FTPGETPKT)
command <restartPosition> is automatically reset.

i)

Value set for <restartPosition> takes effect on next data transfer
(data port opened by #FTPGET or #FTPGETPKT). Then
<restartPosition> value is automatically assigned to O for next
download.

&5 ATH#HFTPREST?

Read command returns the current <restartPosition>:

#FTPREST:<restartPosition>

203 AT#FTPREST=?

Test command returns the OK result code.
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5.3.3 #M2MATP Command - M2M AT Parser

This command enables/disables both the M2M AT Parser and the M2M AT command set

SIM Presence \Setting saved Can be aborted \I\/IAX timeout \SELINT
Not required Auto No - 2

-} ATHM2MATP=<mode>

Set command used to enable/disable both the M2M AT Parser and the M2M AT
command set.

Parameter:

Name Type \ Default Description

<mode>{integer |1 Enable or disable both the M2M AT Parser and the M2M AT
command set

Values:
0 : disable
1 : enable

® Command only supported by LE910Cx ThreadX Series.

® once successfully configured, the device will automatically reboot.

o If it is disabled, the M2M AT command set (see below) is not available:

+M2M, #M2MRUN, #M2MLIST, #M2MREAD, #M2MREADEXT,
#M2MWRITE, #M2MDEL, #M2MMKDIR, #M2MRMDIR, #DTR,
#M2MCHDIR, #M2MRAM, #M2MARG, #PSMCTS, #NTP, #NTPCFG,
#PSMURC, #0TAUPW

& ATH#EM2MATP?

Read command returns the current M2M AT Parser mode

273 AT#M2MATP=?
Test command returns the supported ranges.
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5.4 AT Commands for Group E

Refer to the related document

(80798ST11194A) "ELS63 and LE910Q1 AT Commands Reference Guide”

5.5 AT Commands for Group F

5.5.1 #OTACERTCFG Command

AT#OTACERTCFG= Execution command sets minimun TLS version and authentication level
<tls_ver> for secure OTA FTP download.

[[<auth_lev>]
Parameters:
<tls_ver> - minimum TLS version supported
0 - TLSV1.0 (deprecated)
1 -TLSv1.1 (deprecated)
2 - TLSv1.2 (default)
3-TLSV1.3

<auth_lev> - authentication level
0 - SSL verify none (deprecated)
1 - Server certification only (default)
2 - Full server authentication (cert + hostname)

AT#OTACERTCFG? Read command reports the currently selected parameter in the format:
#OTACERTCFG: <tls_ver>, <auth_lev>

AT#OTACERTCFG=? Test command reports the supported range of values of the command
parameters.

Note:  TLSv1.0, TLSv1.1 and disabling SSL verification have been
deprecated to comply with RED cybersecurity certification
requirement.
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5.5.2 #OTACERT Command

AT#OTACERT= Execution command injects certificates for secure FTP download.
<cert_type>
[[<size>] Once received the command #OTACERT, the device prints the “CONNECT”
reply and waits for data to be received.

Send escape sequence +++ to end data transmission (which will result in
OKresponse).

Parameters:

<cert_type> - type of certificate
0 - CA certificate
1 - Client certificate
2 - Private key

<size> - size of the certificate in bytes

If <size> parameter value is specified, the command will report OK once
all size is received.

AT#OTACERT? Read command reports certificate store status in the format:
#OTACERT: <ca_cert> <client_cert><priv_key>
<ca_cert><client_cert><priv_key> are 1 if related certificate are stored.

AT#OTACERT? Test command returns the OK result code.
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5.5.3 #HTTPGETOTAENH Command

#HTTPGETOTAENH ‘OTA DELTA-FW FILE INJECTION (DOWNLOAD)
ATHHTTPGETOTAENH= Execution command is used to download an update package from an
<httpurl>, HTTP server.

<httpport>,

<remotefile>, Parameters:

[<username>, <httpurl> HTTP server url

[<password>]] <httpport> HTTP port number

<remotefile> - complete path to the file to be downloaded.

<username> - optional,
<password> - optional. It supports alphanumeric characters only.

This command will automatically activate the PDP context, download the
Delta-FW file from the given HTTP server and deactivate the PDP context
once done.

PDP context CID used by this command can be changed using #0TACFG
command with <ID>=2: "AT#OTACFG=2,<CID>"

This command will only download the update package, for installation
#OTAUP command shall be used.

ATHHTTPGETOTAENH Test command returns the description of parameters.
=7

Note: Before downloading, the #OTACERTCFG and #OTACERT
commands must be used to configure and load the certificate.

(see 85.5.1 #0TACERTCFG and 85.5.2 #OTACERT).
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5.6 URCSequence
5.6.1 Delta-FW file download process messages for Group B and
Group F
#OTAEV: #907 Notification - FUMO DM Session Started
Success Case |#OTAEV: #919 Notification - Done, Firmware downloaded.
Failure Case  [#OTAEV: #915 Notification - Generic Error happened while FUMO.
#OTAEV: #DREL Notification - DATA Session RELEASe.
5.6.2 Update result messages for Group B and Group F

URC
#OTAEV: #000

\Descﬂpﬂon
Notification - device is ready after power up

Success Case

#OTAEV: Module

Upgraded to New Fw

Notification - the FOTA engine has finished its work successfully

Failure Case

#OTAEV: OTA Fw
Upgrade Failed

Notification - An error occurred while the FOTA engine was doing
its work

5.6.3 Update result messages for Group D and Group E

URC

Success Case

#OTAEV: Module

Upgraded to New Fw

\Descﬂpﬂon
Notification - the FOTA engine has finished its work successfully

Failure Case

(not valid for
NE310L2
Series, ELS63
Series and
LE910Q1
Series)

#OTAEV: OTA Fw
Upgrade Failed

Notification — An error occurred while the FOTA engine was doing
its work
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5.7 Error Codes

5.7.1 Error Codes for Group D (Not valid for NE310L2 Series)
e 10 (M2MB_FOTA_RESULT_CODE_ERROR_NO_TAG): no Delta-FW file is present in
the FOTA region

e 20 (M2MB_FOTA RESULT_CODE_ERROR_SHA256_CALCULATE): the Delta-FW file is
not ok and needs to be downloaded again

o 21 (M2MB_FOTA_RESULT_CODE_ERROR_SHA256_CHECK): the Delta-FW file is not
ok and needs to be downloaded again
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6  Acronyms and Abbreviations

Table 3: Acronyms and Abbreviations

Acronym Definition

API Application Programming Interface
APN Access Point Name

BPSK Binary Phase Shift Keying

DNS Domain Name System

FOTA Firmware Over-the-Air

FTP File Transfer Protocol

GPRS General Packet Radio Service

GSM Global System for Mobile Communications
LAN Local Area Network

mPCle Mini PCl Express

PDU Protocol Data Unit

PCB Printed Circuit Board

PPP Point-to-Point Protocol

RAT Radio Access Technology

RED Radio Equipment Directive

RFI Radio Frequency Interference

RTC Real-Time Clock

SIM Subscriber Identification Module
SPI Serial Peripheral Interface

SRDY Slave Ready

SSL Secure Sockets Layer

TCP Transmission Control Protocol

TLS Transport Layer Security

UART Universal Asynchronous Receiver Transmitter
UDP User Datagram Protocol

USB Universal Serial Bus

WAN Wide Area Network

WPA Wi-Fi Protected Access
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7 Related Documents

For current documentation and downloads, refer to https://dz.telit.com/.
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Document History

Table 4: Document History

Revision \Date Changes

39 2026-05-14 Updated the Applicability Table to include "FE990Dxx Series”
83 Added "FE990Dxx Series" to Group F

38 2026-01-19 Updated Applicability Table: removed Eol modules

Removed Group A and Group C

84.6.1 now Procedure valid for Group D only
84.7.1 now Procedure valid for Group D only
85 Added Note to AT Commands for Group D

37 2025-12-19 84.5 Added a new chapter
§5.2.2 Updated parameter description
85.6.3 Added AT command to download Delta-FW from HTTP server

36 2025-09-11 Updated the Applicability Table to include “Fx9xxC04 Series” and
"Fx990Bxx Series”

83 Updated Group B description

83 Added a New Module Group: Group F
84.4 Added a new chapter

84.5.2 Now includes references to Group F
84.6.2 Now includes references to Group F
85.2 Now includes references to Group F
85.2.2 Added a note for Group F

85.6 Added a new chapter

85.7.3 Now includes references to Group F
Minor editorial changes.

35 2025-08-25 Updated Applicability Table.

§3: Updated Group D description with ME310M1 series and LE910Cx
Linux Series

84.5.1 added Warning
84.5.2 added Warning
85.1.1 added Note in command description

34 2024-02-14 83: Updated Group B, Group D, Group E description.
84.1 refers now to secure FTP, too.

84.1.1 refers now to secure FTP, too.

84.1.3 refers now to secure FTP, too.

84.1.4 refers now to secure FTP, too.

84.3.1 New Title.

84.3.1 refers now to Group D, too.

33 2024-05-10 Migration to most recent TC template.
Updated Applicability Table.

83: Updated Group A description.

83: Updated Group B description.

83: New Module Group: Group E.
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Revision

\Date

Changes
84.3: New chapter and updating of the numbering of same level
chapters.

84.4.4: New chapter.
84.5.3: New chapter.

85.5: New chapter and updating of the numbering of same level
chapters.

85.6.4: Updated table cell “Failure Case”
87: Updated chapter.
88: Updated chapter.

32

2023-06-27

Updated Applicability Table (“FN990 Series”).

Updated Module Groups Classification Table (“FN990 Series”).
85.1.3: new position in the script of #FTPCFG command.
85.2.1: new position in the script of #FTPCFG command.
Updated TOC Tab Format.

31

2023-02-28

Removed NDA note and watermark

30

2023-01-20

Updated Applicability Table (“NE310L2 Series”).
84: Added "NE310L2 Series” to Group D.
84.1.3: updated to support NE310L2 Series.
84.5.4: updated to support NE310L2 Series.
84.6.1: updated to support NE310L2 Series

29

2021-11-22

Updated Applicability Table (“LN920 Series").
84: Added “LN920 Series” to Group B

28

2021-03-11

Updated Applicability Table (“FN980 Series”).
84: Added "FN980 Series" to Group B

27

2021-01-05

New document template applied.

Updated Applicability Table.

New chapters 84, 85.2. 84:

Updated Module Groups Classification Table.

Chapter numbers revised.

85.3.1: Added Warning and script example for LE910Cx ThreadX Series
only.

85.4.1: Added Warning and script example for LE910Cx ThreadX Series
only.

84.1.1: updated Note for parameter <restart>; added Warning.

84.1.3: updated description for parameter <dbg_baud_rate>; added
Warning; added Note/Tips.

84.2.4: added Warning; added Note/Tips.
84.3.2: added Warning; added Note/Tips.
New chapter §4.4.3. New chapter 84.5.4. New chapter 84.6

26

2020-03-05

84.1.1: added how to manage restart parameter.
84.1: added error code for Group D

25

2019-11-10

Updated file properties.

85.2.2: you can enter only alphanumeric characters for <password>.
85.4.1: Updated table

24

2019-05-27

84.1.2: added note.
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Revision \Date Changes
85.2.1: changed meaning of DM client Ids

23 2019-05-22 Updated Applicability Table.
81.4: updated Table of Groups.
84.1.2: procedure refers now to #0TACFG.
84.1.x: new title. 85.x: new title. 85.4.x: new title.
85.2.1: #OTACFG Command definition / revision of all subchapter
numbers in 85.1

22 2019-04-17 Updated Applicability Table.
871.4: added LM960. 84.2.1: minor refinement.

21 2019-04-12 Updated Applicability Table.
85.1.3: differentiation for both ME866 Series and LE866 Series

20 2018-08-31 85.1: new title to address Group D.
85.1.1: added Note valid for Group D only. 85.1.2: added Note valid for
Group D only. §5.1.3: added Note valid for Group D only

19 2018-03-29 84.1.2: improvement. §4.4 is now §5.4

18 2018-03-23 84.1.3: corrigendum: #FTPREST instead of #FTPCFG

17 2018-03-12 Updated Applicability Table.
81.4: updated table to support Group D.
84.1.3: new chapter. 84.2.1: new title to address Group D, too. 84.3.1:
new title and note to address Group D, too.

16 2018-02-27 Updated Applicability Table.
81.4: updated table. 84.1.2: added AT commands to change the PDP
Context Identifier

15 2018-01-15 85.3.1: minor refinements

14 2017-10-31 Applicability Table: updating.
Table of Contents: new format and updating.
87.4: Modified table contents. 84: Small refinements. 84.1: new title and
small refinements. §4.2: new title and small refinements. §4.2.1: small
refinements. 84.3: new title. 84.3.2: new title. 84.4.1: new title. §4.4.2: new
title. 84.4.3: new title. 85.3: new chapter

13 2017-09-19 Updated Applicability Table

12 2017-08-25 Updated Applicability Table

11 2016-10-19 Updated Applicability Table. Modified table contents in 81.4

10 2016-09-05 Adoption of new template: Mod. 0809 2016-08 Rev.7

9 2016-08-26 81.4: Added differentiation of Telit Modules in two Groups. New title for
Chapters 84.1.1,84.1.2,84.2.1,84.2.2,84.3.1,84.3.2,84.4.1,84.42,84.43,
85.1,85.2

8 2016-08-03 Updated for LE922A6 Series

7 2016-06-14 Recommendation to use #CPUMODE added to 84.2.1

6 2016-05-13 Added LE922 and LE910-V2

5 2016-01-05 AT#OTAUP description updated with CE910 requirements

4 2015-07-30 The Document now differentiates both procedures and descriptions as
Basic or Specific for LE9XO Series
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Revision \Date Changes

3 2015-02-25 First registered issue. New template adoption:
Mod_0809_Application_Note

From Mod.0809 Rev.13
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